Role vs Name-Based accounts

When managing organizational communication and access, small and medium teams often face
the decision between using role-based accounts or name-based accounts. Role-based accounts,
tied to specific roles or functions within the organisation/company, ensure consistency and
continuity, making them ideal for shared responsibilities and high-turnover positions. On the other
hand, name-based accounts are associated with individual team members (or employees),
fostering personal accountability and professional relationships. Each approach has its own set of
advantages and drawbacks, and many organizations find a hybrid strategy to be the most effective

solution for balancing continuity, personalization, and security.

Definitions and characteristics

Below are the definitions and some examples.

Role-Based Accounts:

Role-based accounts are email addresses or user accounts that are associated with specific roles,
functions, or positions within an organization rather than individual employees. These accounts are
typically used for tasks or responsibilities that are ongoing and may be performed by different
people over time. Role-based accounts ensure continuity and are often used for general inquiries,

customer support, sales, or other department-specific functions.
Example:

e support@mydomainname.com
e finance@mydomainname.com

e donnors@mydomainname.com
Key Characteristics:

e Consistency: Remain the same regardless of who is performing the role.

e Shared Access: Often accessed by multiple people within the same department or team.



e Responsibility: Tied to specific duties or functions rather than individuals.

Name-Based Accounts:

Name-based accounts are email addresses or user accounts that are associated with individual
employees. These accounts reflect the person's name and are used for both internal and external
communication. Name-based accounts emphasize personal responsibility and are often used to

foster professional relationships and personal accountability.
Example:

e john.doe@mydomainname.com

e jane.smith@mydomainname.com
Key Characteristics:

e Personal Identification: Directly tied to an individual employee.
e Unique Access: Typically accessed only by the individual to whom the account is assigned.
e Accountability: Clear who is responsible for communication or actions taken with the

account.

Pros and Cons

The decision between using role-based and name-based emails and company accounts depends on
several factors, including your organizational structure, security needs, ease of management, and
the nature of the roles within the company. Here are the pros and cons of each approach to help

you decide which is better for your organization:

Role-Based Accounts:

Benefits:

e Ensures continuity even with staff changes.
e Simplifies access management and delegation.

e Provides a consistent point of contact for external and internal communication.



Drawbacks:

e Can be impersonal.

e Potential for overlap or confusion if not managed well.

Name-Based Accounts:

Benefits:

e Personalizes communication.
e Enhances accountability.

e Supports professional branding and relationship building.

Drawbacks:

e Requires updates and management when employees join, leave, or change roles.
e Continuity issues when employees leave the organization.

e Potentially more complex access management.

Accounts offered from our team

When receiving services from my team, you will need to decide the formula for the accounts on our

SingleSignOn system for yourself and your team mates. You might also need to know what a role

and a name-based account is if you are receiving Protonmail related services from our team. The

information above will hopefully help you make a decision.
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