Nextcloud data encryption with
Cryptomator

Cryptomator allows you to store encrypted vaults inside your Nextcloud, so you are basically using
Nextcloud as remote storage. The data is encrypted locally and only decrypted locally through the

Cryptomator app.

It works well and is easy to set up, but by using it, Nextcloud becomes just a remote drive. You lose

all collaboration, no file sharing, no co-editing, nothing that depends on the Web UI.

This tutorial will show you step by step how to create a Cryptomator vault
on Nextcloud.

Before starting with Cryptomator you have to add your Nextcloud account your Nextcloud Desktop

client and set up the local folder where the data will be stored. Example below:



Add Nextcloud account

Local Folder

Choose different folder
synchronize everything from server
v

v

® Choose what to sync

Cancel Skip folders configuration Connect

By clicking the folder icon in the top right corner of the client you will go inside the folder where the

data is stored.

Create a folder and name it Cryptomator. In matter of seconds you will see the folder appear on

Nextcloud.
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Now that we have prepare Nextcloud, we continue with the Cryptomator steps.
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Download and install Cryptomator. https://cryptomator.org/for-individuals/

After installing Cryptomator, open it and click the + sign in the bottom left corner to add a vault

and click Create New Vault.

Cryptomator

Support Cryptomator.

Thanks for choosing Cryptomator to protect your files. If you need any assistance, check out our getting

started guides: docs.cryptomator.org

Click here to add a vault

+ A ©

+ Create New Vault...
& Open Existing Vault...

& Recover Existing Vault...

Choose a name for the Vault.
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Add New Vault = X

Choose a name for the vault

| Project_x

v \a vault name
The vault name may contain the following characters:

+ Word characters (e.g. a, » or )
" Mumbers
~ Hyphen (-) or underscore (_)

Next click Choose custom location and Choose the Cryptomator folder you created earlier.
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Where should Cryptomator store the encrypted files of your vault?

s« (Custom location & Choose..

Storage location
fhomer  /Mextcloud5/Cryptomator/Project_X

\}- L

Next step is to create a strong password. Do not forget to Yes on the recovery key because

without it, if you lose your password you lose access to your data.
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Add New Vault =

Enter a new password

Confirm the new password

: sosssnne] @.]

Youwon't be able to access your data without your password. Do
you want a recovery key for the case you lose your password?

s ‘Yes please, better safe than sorry

Mo thanks, | will not lose my password

After setting up your strong password, click Create Vault.

Make sure to write down and save the recovery key.
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The following recovery key can be used to restore access to
"Project_X":

album vast trick cover harsh authority upcoming remain cling
manager bin ambitious emission offspring scan memo menu
valuable evil face printer aid academic mouse talented
measure cargo today circuit part layer openly voice inflation
desrend liahle taxnaver amateur whose vours snne flood

I Copy

Keep it somewhere very secure, e.g.
* Storeit using a password manager
* Save it on a USE flash drive

* Print it on paper

Once you save the recovery key, click unlock now.
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Added vault "Project_X".
You need to unlock this vault to access or add contents,
Alternatively you can unlock it at any later point in time.

Done Unlock Mow

And you will be asked to use your password.

Unlock "Project_X" - X

Enter password for "Project_X":

' | @

Remember password

Cancel )

Once the vault is unlocked you will see green button, Reveal Drive. When clicked it opens the

folder that you will use to upload the data. Data uploaded there is synced to Nextcloud.
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Support Cryptomator.

Project_X
of’ 0 Project_X {untockeo]

Your vault's contents are accessible here:

am Reveal Drive
Jhome /I |ocal/share/Crypto mator/mnt/Project_x

Unlock "Project_X"

Unlock successful
Content in vault "Project_X" is now accessible over

its mount point.

Remember my choice, don't ask again

Done Reveal Drive

Vault Statisti
abc > 101010 101010 » abc aultStatisties

When clicked it opens the folder that you will use to upload the data. Data uploaded there is

synced to Nextcloud.

A Home / .local / share / Cryptomator / mnt / Project X

| Testdocument upload

WELCOME.rtf

Below you can see how the Test document upload on the local folder above looks on Nextcloud

upon encryption.
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Cryptomator uploads encrypted data to Nextcloud and you can decrypt them locally to see and

use.

Two important things to keep in mind:

1 - Write down or save in a password manager the mnemonic because without it, you lose
access to your data.

2 - Make sure to have a full backup of the data before encrypting them so if something goes

wrong you have a copy to roll back to.
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